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Answer any five questions
All questions carry equal marks

l.a)  List out the various computer forensics services and explain them.
b)  Discuss the computer evidence processing procedures. [7+8]

2.a)  Explain the different obstacles in backing-up applications.
b)  Explain the five rules of collecting electronic evidence? What are the basic do’s
and don’ts in collecting electronic evidence? [7+8]

3.a) Explain how you preserve the digital crime scene? What are the legal aspects of
preserving the computer forensic evidence?
b)  Explain the authentication technology in computer forensics. [7+8]

4.a)  Explain the techniques of validating forensic data.
b)  Explain the standard procedure for network forensics. [7+8]

5.a)  Explain the steps in preparing for a computer search and seizure.
b) How do you save and store digital evidence? Explain. [7+8]

6.a)  Explain the types of computer forensics tools.
b)  Briefly explain the validating and testing forensics software. [7+8]

7.a)  Explain the process of investigation in e-mail related crimes.
b)  Explain the acquisition procedure for mobile devices. [7+8]

8.a)  Explain the components of disk drive structure? Explain the importance of disk

drive in computer forensics. ;
b)  Write short notes on whole disk encryption. [7+8]
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